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ABSTRACT 

 

DDOS ATTACK DETECTION USING MACHINE LEARNING AND DEEP 

LEARNING METHODS 

 

 

 

Deniz Merve GÜNDÜZ 

Master of Science, Computer Engineering 

Supervisor: Assist. Prof. Dr. Emin Kuğu 

 

 

August, 2024 

 

 

Network infrastructure security and stability are seriously threatened by Distributed 

Denial of Service (DDoS) attacks. The demand for sophisticated detection systems 

that can recognize and neutralize threats instantly is rising as these attacks get more 

and more complex. In this thesis, the CSE-CIC-IDS2018 dataset is used to study the 

application of machine learning and deep learning methods to the detection of DDoS 

attacks. 

In this work, we investigate how well two deep learning models: Artificial Neural 

Networks (ANN) and Long Short-Term Memory (LSTM) networks along with two 

machine learning algorithms: Random Forest and Support Vector Machine (SVM) 
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identify DDoS attacks. To extract useful features from the CSE-CIC-IDS2018 dataset, 

two feature selection techniques: information gain and correlation were used to 

maximize model performance. Every model completes training and evaluation based 

on its precision in differentiating between harmful and legal traffic. 

The findings show that deep learning models—LSTM in particular—perform very 

well at identifying the temporal patterns present in network data, which raises 

detection rates in situations where time is critical. On the other hand, the Random 

Forest and SVM models offered a compromise between detection accuracy and 

computational economy, delivering strong performance with designed features. A 

comparative study of these models reveals their advantages and disadvantages in 

relation to DDoS detection, offering important new information for further 

investigation and real-world cybersecurity applications. 

By providing an extensive evaluation of modern machine learning and deep learning 

methods for DDoS attack detection, this thesis advances the subject of cybersecurity 

and provides a study that may be expanded to include various types of network-based 

attacks. 

 

Keywords: deep learning, machine learning, ddos attack, ddos attack detection 
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ÖZET 

 

MAKİNE ÖĞRENMESİ VE DERİN ÖĞRENME YÖNTEMLERİ 

İLE DDOS ATAK TESPİTİ 

 

 

Deniz Merve GÜNDÜZ 

M.Sc., Bilgisayar Mühendisliği 

Tez Yöneticisi: Dr. Öğr. Üyesi Emin Kuğu 

 

 

Ağustos, 2024 

 

 

Ağ altyapısının güvenliği ve istikrarı, Dağıtılmış Hizmet Reddi (DDoS) saldırıları 

nedeniyle ciddi şekilde tehdit edilmektedir. Bu saldırılar giderek daha karmaşık hale 

geldikçe, tehditleri anında tanıyabilen ve etkisiz hale getirebilen gelişmiş tespit 

sistemlerine olan talep artıyor. Bu tezde, CSE-CIC-IDS2018 veri kümesi, DDoS 

saldırılarının tespitinde makine öğrenimi ve derin öğrenme yöntemlerinin 

uygulanmasını incelemek için kullanılmıştır. 

Bu çalışmada, iki derin öğrenme modelinin: Yapay Sinir Ağları (ANN) ve Uzun Kısa 

Süreli Bellek (LSTM) ağları ile iki makine öğrenme algoritmasının: Rastgele Orman 

ve Destek Vektör Makinesi (SVM) DDoS saldırılarını ne kadar iyi tanımladığını 

araştırıyoruz. CSE-CIC-IDS2018 veri kümesinden yararlı özellikler çıkarmak için iki 

özellik seçme tekniği: model performansını en üst düzeye çıkarmak için bilgi kazanımı 
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ve korelasyon kullanıldı. Her model, zararlı ve yasal trafik arasında ayrım yapma 

hassasiyetine göre eğitim ve değerlendirmeyi tamamlar. 

Bulgular, derin öğrenme modellerinin (özellikle LSTM) ağ verilerinde mevcut 

zamansal kalıpları belirlemede çok iyi performans gösterdiğini ve bunun da zamanın 

kritik olduğu durumlarda tespit oranlarını artırdığını gösteriyor. Öte yandan, Rastgele 

Orman ve SVM modelleri, algılama doğruluğu ile hesaplama ekonomisi arasında bir 

uzlaşma sunarak tasarlanmış özelliklerle güçlü bir performans sunuyordu. Bu 

modellerin karşılaştırmalı bir çalışması, DDoS tespiti ile ilgili avantajlarını ve 

dezavantajlarını ortaya çıkararak, daha ileri araştırmalar ve gerçek dünyadaki siber 

güvenlik uygulamaları için önemli yeni bilgiler sunar. 

DDoS saldırı tespiti için modern makine öğrenimi ve derin öğrenme yöntemlerinin 

kapsamlı bir değerlendirmesini sunan bu tez, siber güvenlik konusunu ilerletmekte ve 

çeşitli ağ tabanlı saldırı türlerini içerecek şekilde genişletilebilecek bir çerçeve 

sunmaktadır. 

 

Anahtar Kelimeler: derin öğrenme, makine öğrenmesi, ddos atak, ddos atak tespiti 
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CHAPTER 1 

INTRODUCTION 

1.1 Motivation 

 

With the proliferation of digital technology, cybersecurity has emerged as a critical 

component of international security, safeguarding the enormous volumes of private 

data that power our globalized society. As more people, organizations, and 

governments depend on digital platforms for essential infrastructure, communication, 

and business, the threat landscape has changed significantly. Cyberattacks, which 

encompass ransomware, phishing, and data breaches, possess the capability to 

jeopardize national security, impair personal privacy, and cause economic disruptions. 

In order to protect data, guarantee system integrity, and uphold confidence in digital 

interactions, strong cybersecurity measures are needed due to the increasing 

complexity of cyber-attacks. It is impossible to overestimate the significance of 

cybersecurity, which supports the stability of our digital society by fostering 

innovation, safeguarding assets, and guaranteeing the continuation of vital services in 

the face of constantly changing threats. 

Since almost every part of modern life is dependent on digital infrastructure, the 

detection of DDoS (Distributed Denial of Service) attacks has become increasingly 

important. Online services are vital for everything from social media and banking to 

healthcare and government. DDoS attacks are a serious danger to not just specific 

companies but also whole industries and economies since they are intended to 

overwhelm and disable these services. Protecting user trust, limiting financial losses, 

and averting widespread disruption all depend on the early and precise detection of 

these attacks. Furthermore, the necessity for sophisticated detection techniques has 

never been greater as attackers use more sophisticated strategies, such as multi-vector 

and adaptive attacks. 
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1.2 Problem Definition 

 

In cybersecurity, detecting Distributed Denial of Service (DDoS) attacks is still a 

major difficulty, particularly since attackers are always coming up with new and more 

advanced ways to overload networks. An extensive collection of characteristics from 

actual network traffic is provided by the CSE-CIC-IDS2018 dataset, which is a useful 

tool for researching and enhancing DDoS detection techniques. However, effectively 

utilizing this dataset presents several challenges. Finding the most pertinent 

characteristics in the dataset that support precise and effective detection is one of the 

key challenges, especially when using sophisticated machine learning and deep 

learning models. If not correctly controlled, the abundance of information available 

might result in overfitting, increased computing complexity, and decreased model 

performance.  

Furthermore, a thorough comparison of various feature selection techniques and their 

effects on the effectiveness of deep learning and machine learning algorithms in 

identifying DDoS attacks using this dataset is lacking. In order to improve the 

performance of DDoS detection models and create more accurate, effective, and 

adaptable detection systems that can fight off contemporary DDoS attacks, this thesis 

evaluates and optimizes feature selection strategies. This study aims to provide 

important insights into the application of deep learning and machine learning in 

practical cybersecurity situations by concentrating on the CSE-CIC-IDS2018 dataset, 

includes multiple real-world attack scenarios, is created by the Canadian Institute for 

Cybersecurity (CIC) and the Communications Security Establishment (CSE) in 2018. 

This will provide the groundwork for defensive mechanisms that are more scalable 

and robust.  
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1.3 Research Questions 

 

This thesis aims to investigate the following research questions: 

1. Do machine learning-based and deep learning-based intrusion detection 

systems detect modern DDoS attacks more effectively? 

2. What are the differences between machine learning-based and deep learning-

based intrusion detection systems on performance metrics? 

3. Which feature selection methods are more efficient on CSE-CIC-IDS2018 

dataset? 

4. What are the effects of feature selection on DDoS attack detection? 

5. What are the effects of the dataset size on DDoS attack detection? 

 

1.4 Contribution 

 

Numerous noteworthy advances in cybersecurity are made by this thesis, most notably 

in the area of Distributed Denial of Service (DDoS) attack detection. First of all, even 

as attackers use a wider range of more complex tactics, it presents a revolutionary 

detection strategy that makes use of cutting-edge machine learning and deep learning 

algorithms to precisely identify and categorize DDoS attacks. This study is designed 

to improve the accuracy and speed of detecting DDoS attacks across diverse network 

environments and the accuracy of the study is a significant advance over current 

practices. The research systematically analyzes various feature selection methods, 

identifying key network traffic characteristics that are most indicative of DDoS 

activities, such as traffic flow patterns and packet anomaly behaviors. 

Furthermore, this study provides a comprehensive examination of feature selection and 

its influence on detection precision, providing significant understanding of the most 

important markers of DDoS activity. The thesis also offers an extensive examination 

of the system with real-world datasets, proving its applicability and scalability across 

various network contexts. Overall, this research not only advances the state-of-the-art 
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in DDoS detection but also provides a robust foundation for future developments in 

the protection of critical network infrastructures. 

 

1.5 Significance of the Study 

 

This work is important because it has the potential to improve cybersecurity by 

improving the detection of Distributed Denial of Service (DDoS) attacks by utilizing 

machine learning and deep learning techniques in novel ways. Through the use of the 

CSE-CIC-IDS2018 dataset, this study fills in important knowledge gaps regarding the 

efficient differentiation of benign and malicious network traffic. In order to find the 

most relevant and instructive characteristics that minimize computing costs and 

increase detection accuracy, the study's evaluation and optimization of feature 

selection techniques is very crucial. 

This method not only increases the scalability and efficiency of DDoS detection 

systems, but it also offers insightful information on the fundamental network traffic 

patterns linked to these types of attacks. The results of this study also have applications 

in the actual world of cybersecurity, providing a strong foundation that helps 

enterprises better defend their digital infrastructures against DDoS attacks that are 

getting more and more complex. In the end, this work advances the larger objective of 

enhancing the resilience of vital online services, guaranteeing their dependability and 

accessibility amidst constantly changing cyberthreats. 

 

 

1.6 Outline of the Thesis 

 

This thesis is structured to systematically explore the detection of Distributed Denial 

of Service (DDoS) attacks using advanced machine learning and deep learning 

techniques, with a particular focus on the CSE-CIC-IDS2018 dataset. The thesis 

begins with Chapter 1 (Introduction) that outlines the motivation, problem definition, 

research questions, contribution and the significance of the study.  
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Chapter 2 (Background) contains background on related subjects for this work, 

including cyber security, DDoS attack, intrusion detection systems, machine learning 

algorithms, deep learning algorithms, dataset, data preprocessing and feature selection.  

In Chapter 3 (Related Work), related works about this study are given including 

detection system, machine learning algorithms, deep learning algorithms and datasets, 

providing a comprehensive overview of the current state of the field and identifying 

gaps that this research seeks to fill. 

In Chapter 4 (Method), the methodology is presented which details the research design, 

including the selection of the CSE-CIC-IDS2018 dataset, used technologies and tools, 

data preprocessing, feature selection techniques, the machine learning and deep 

learning models employed.  

In Chapter 5 (Experiments and Results), the findings from the experiments are 

presented and analyzed, comparing the effectiveness of different feature selection 

methods and model performances in detecting DDoS attacks.  

Finally, Chapter 6 (Conclusion and Future Works) summarizes the key contributions 

of the thesis, reflects on its limitations, and suggests directions for future research. 
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CHAPTER 2 

BACKGROUND 

 

2.1 Cyber Security 

 

Cyber security is defined as the practice of defending networks, systems, and data from 

online threats and it includes methods, tools, and procedures designed to protect data 

and preserve the privacy, availability, and integrity of digital assets (Chandramouli & 

Das, 2018). 

Cyber security is the collection of tools, procedures, and practices created to guard 

against cyberattacks that could harm or allow illegal access to networks, computer 

systems, software and data, the goal of cyber security is to prevent attacks on 

computers, network, programs, apps and data (Ghundare et al., 2020). 

 

2.2 History of Cyber Security 

 

Despite having its roots in the 1970s, cybersecurity studies emerged in the field of 

computer science as a result of hacking, malicious software, computer intrusions, and 

espionage attempts that occurred in the 1980s. When the Internet became more 

extensively utilized in the 1990s, cyberattacks started to happen more often. The 

increase in literature on software and network security during this time was mostly due 

to this period. For many companies and governments alike, network security has 

emerged as a top concern. With the growing complexity of cyber threats in the 2000s, 

cybersecurity studies have taken center stage in security studies. Strategies for 

cybersecurity have begun to be developed by states and a few supranational 

organizations (Tarhan, 2022). 

Critical infrastructure and computer network security is starting to become recognized 

as a top issue. It has been noted that the shift has started from traditional security 
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policies to contemporary security policies, which ought to be developed in the 

information era. Following the Estonian attacks in 2007, cybersecurity research gained 

increased attention, particularly in the 2010s. Cybersecurity developed during this time 

and became a global concern due to the severity of attacks on vital facilities and the 

incidence of some physical attacks. The field of cybersecurity studies is constantly 

evolving due to the influence of several disciplines (Tarhan, 2022). If we need to 

summarize the important dates of cyber security, we can divide them as following: 

1970s: During this time, cyber security research started to take shape, first 

concentrating on technological weaknesses and protection strategies. 

1980s: An increase in hacking and cyberattacks brought attention to the necessity of 

cybersecurity precautions. 

1990s: As a result of the extensive usage of the Internet, cybersecurity became more 

widely recognized as a national security concern, especially in the United States.  

2000s: As a result of growing cyber threats and attacks on national infrastructures, 

cybersecurity became a crucial field of research. Important events that increased 

awareness of the need of cybersecurity were the Stuxnet virus in 2011 and the Estonian 

hacks in 2007. 

Post-9/11 Era: Interest in cybersecurity increased significantly as ideas like 

information warfare and cyberterrorism gained currency. 

Present Patterns: With an emphasis on the defense of vital infrastructure and 

networks, cybersecurity studies have developed into a multidisciplinary topic that 

interacts with political, social, and economic concerns. In order to properly handle 

today's security concerns, the sector increasingly needs cooperation across several 

disciplines (2022). 
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2.3 Importance of Cyber Security 

 

These days, cyber security is a big industry, especially because most businesses and 

governmental organizations rely on the internet for everything from operations to 

record storage. The internet has become an integral part of our daily lives. Most 

government organizations and big companies hire or contract with cybersecurity 

specialists. It is now very necessary because threats have increased along with the 

growth of the internet. 

Cybersecurity assists in defending people, organizations, and governments from those 

who attempt to get into networks and wreak destruction by: 

 Viruses 

 Phishing 

 DDoS attacks 

Computers and electronic gadgets like tablets and smartphones are vulnerable to these 

attacks. They have the ability to trick people into exposing login credentials that affect 

email, jobs, finances, and other private places. They have the ability to get into a 

system and take data, including identities, which results in identity theft. 

 

2.4 DDoS Attack 

 

A Distributed Denial-of-Service (DDoS) attack works by interfering with the target's 

intended users' ability to connect to the network and preventing them from accessing 

it, these attacks aim to render their target immobile. The DDoS attacks are effective 

because they use several compromised computer systems as a source of attack traffic. 

It eventually pulls down the entire network by depleting all available resources, 

including CPU processing power, memory, bandwidth, and so forth. One popular 

method for carrying out a DDoS attack is to overload a network or web server with 

enormous amounts of data packets sent at an irregular pace, rendering the site useless 

(Singh & Gupta, 2022). 
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2.5 History of DDoS Attack 

 

First, Denial of Service (DoS) attack was carried out in 1974 when the hackers 

embraced the idea and created increasingly complex codes leading to the creation of 

DDoS attacks (Kabanda et al., 2023). After that date, DDoS attacks evolved and there 

are many DDoS attacks on well-known companies in the world. 

 In 1996, a SYN flood DDoS attack impacted Panix Company which is the third-oldest 

Internet service provider in the world with headquarters in USA. The hacker used a 

spoof IP address to overwhelm the company's servers in order to disrupt service 

delivery and network performance utilizing these fake SYN packets. The server was 

said to have stopped answering genuine queries. It took Panix Company a full 36 hours 

to recover from this attack, which at the time was thought to be the biggest DDoS 

attack (2023). 

A significant DDoS attack that targeted media outlets, financial institutions, and 

government systems was launched against Estonia in April 2007. This had a 

devastating impact because Estonia's government was a pioneer of internet governance 

and operated essentially paperless at the time, conducting even national elections 

online. Many people believe that this attack was the first instance of cyber warfare 

(2023). 

In 2015, one of the biggest DDoS attack targeted GitHub. This politically motivated 

attack changed over the course of many days to take advantage of DDoS mitigation 

techniques that were put in place. The DDoS attack started in China and was directed 

at two GitHub projects that were trying to get beyond Chinese government restrictions. 

It is hypothesized that the attack's goal was to exert pressure on GitHub to remove 

certain projects (2023). 

In September 2017, the largest-scale DDoS attack on Google Cloud occurred until that 

date. The hack was made public by Google Cloud in October 2020. 180,000 web 

servers received fake packets from the attackers, and they in turn transmitted replies 

to Google. The perpetrators had launched other DDoS attacks on Google's 

infrastructure during the preceding six months, therefore this attack was not an isolated 

occurrence. 
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Amazon Web Services was the target of a massive DDoS attack in February 2020. 

This was the most severe DDoS attack to date, and it used a method known as 

Connectionless Lightweight Directory Access Protocol (CLDAP) reflection to target 

an unnamed AWS client. This method multiplies the quantity of data delivered to the 

victim's IP address by 56–70 times and depends on weak third-party CLDAP servers. 

The three-day attack reached its maximum speed of an incredible 2.3 gigabytes per 

second (2023). 

Cloudflare said in February 2023 that they have located and effectively stopped the 

largest DDoS attack. At 71 million requests per second which was achieved in June 

2022. Cloud computing platforms, hosting firms, cryptocurrency companies, and well-

known gaming services were among the targets of these attacks. It's worth noting that 

Cloudflare has already claimed to have stopped the "largest" DDoS attack ever. 

However, the business admitted that there is an increasing pattern in the scope, 

intricacy, and frequency of these attacks. (2023). 

The swift increase in the scope and intricacy of Distributed Denial of Service attacks 

highlights the pressing necessity for businesses to strengthen their defenses against 

these ever-increasing dangers. In order to defend against DDoS attacks, one must 

understand how they operate and examine the strategies that are currently in use. 

 

2.6 Types of DDoS Attack 

 

There are various types of DDoS attacks we need to investigate according to previous 

studies. Some of the DDoS attack types will be given in the following titles. 

 

2.6.1 Network-Layer Attacks 

 

Network layer as a layer that transfers packets from the source to the destination by 

determining the optimal path which is the route with the lowest cost and the shortest 

path between the source and the destination. The aim of attacks on the network layer 
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is to disrupt the path selected by the routing protocols between the source and the 

destination (Sula, 2019). 

According to the study, the most used network-layer attack is IP spoofing attack which 

is the primary cause of DDoS attacks. The attackers utilize this method to enter the 

servers without authorization. The attacker will not use his own IP address, he will use 

a reliable IP address while sending messages to the server. So that, the server will not 

be able to tell that it is receiving traffic from an attacker, and it believes the packets 

are coming from this reliable IP address. (2019). 

 

2.6.2 Application-Layer Attacks 

 

The application-layer attacks make use of valid application layer requests, which 

makes it challenging for defense systems in place to identify them. These attacks can 

bring down a server considerably more quickly and covertly than DDoS attacks at the 

network layer because they target a wide range of resources at the application layer 

(Praseed & Thilagam, 2018). 

Application-layer attacks that establish connections and start new processes in order 

to take advantage of application layer vulnerabilities. These operations involve 

transaction requests that suck up memory and disk space on the server, making it 

unable to handle requests from legitimate users. However, because they influence the 

services similarly and are indistinguishable from normal traffic, they are more difficult 

to identify (Singh & Gupta, 2022). 

 

2.6.3 Transport-Layer Attacks 

 

There are two essential transport-layer protocols which are Transmission Control 

Protocol (TCP) and User Datagram Protocol (UDP). TCP handles data in a connection-

oriented manner and it offers a particularly dependable method of handling messaging 

or information by ensuring message delivery. The packet will be automatically resent 



  

12 

 

over the network if there is a transmission mistake. UDP uses a minimal amount of 

protocol technology along with a simple transport concept. Computer programs that 

use UDP can send audio and video files as well as messages which are in this case 

represented as datagrams (Al-Dhief et al., 2018). 

The most used transport-layer attacks are the TCP flooding and the UDP flooding 

attacks. TCP flooding attack is Denial od service (DoS) attack and the attacker 

bombards the victim with an enormous number of ping requests. The victim will send 

ping answers in response until the victim’s ability to respond to ping requests and 

responses is blocked. This attack technique is no longer as successful as it once was 

because it needs a lot of bandwidth to flood the network. In UDP flooding attack, the 

attacker will impersonate the IP address of another trustworthy device before the 

attack. In order to exhaust the victim’s network capacity, crash the target system or at 

the very least impair the operation of the targeted system, the attacker will send a large 

number of UDP packets to the victim (Sula, 2019). 

 

2.7 Intrusion Detection Systems 

 

Intrusion detection systems as alarm systems of the computer security industry. He 

says that the two main tools used to defend a system are the alarm which works when 

the site’s security is compromised and an entity which can reach to the alarm and take 

the necessary action (Axelsson, 2000). Both of these approaches should be utilized in 

conjunction with other strategies to improve the likelihood of establishing a successful 

defense. 

 

2.7.1 Signature-based IDS 

 

A signature-based intrusion detection system is used to detect known attacks. For these 

kinds of detection systems, a signature database is necessary but familiarity with 

regular traffic is not. This kind of system does not care how the attack has occurred, 
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the payload is examined by the system to determine whether or not an attack is there. 

A significant obstacle for signature-based intrusion detection systems is that each 

signature necessitates a database entry; hence, an entire database may comprise 

hundreds or thousands of entries. Every packet needs to be checked against every entry 

in the database (Uddin et al., 2010). 

 

2.7.2 Anomaly-based IDS 

 

Anomaly-based intrusion detection system is used to detect abnormal behaviors and 

generate alarms on the basis on anomalous applications or network traffic patterns. 

Misuse of network protocols, such as overlapping IP fragments and running a standard 

protocol on a covert port; unusual traffic patterns, such as more UDP packets that TCP 

packets; suspicious patterns in application payload are examples of anomalous 

behaviors that may be recorded (Uddin et al., 2010). 

The main problems of anomaly-based intrusion detection systems are determining 

what constitutes typical network behavior, determining the threshold at which an alarm 

should be triggered, and avoiding false alarms. There may be many false alarms and 

detections if the normal model is not defined carefully, and it causes decrease of 

system performance. 

 

2.8 Machine Learning 

 

Machine learning is used to train machines to handle data more efficiently. 

Occasionally, after seeing the data, humans are unable to decipher the information that 

has been extracted, in that scenario machine learning is used because the aim of 

machine learning is learning from the data (Mahesh, 2018). 

The need for machine learning is growing due to the number of datasets that are 

available and it is used by many sectors to retrieve pertinent data. Numerous research 

works have been conducted on the subject of teaching computers to learn on their own 
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without explicit programming. Supervised learning and unsupervised learning will be 

given in two titles. 

 

2.8.1 Supervised Learning 

 

Supervised learning as the machine learning task of learning a function that involves 

using sample input-output pairs to train a function that maps an input to an output. 

From labelled training data, which consists of a collection of training instances, it 

infers a function. The train and test datasets are separated from the input dataset and 

an output variable from the train dataset needs to be categorized or forecasted. 

Supervised machine learning algorithms require external support (Mahesh, 2018). 

 

2.8.2 Unsupervised Learning 

 

Unsupervised learning as the opposite of supervised learning because there is no right 

or wrong answer in this method. It is up to the algorithms to find and display the 

intriguing structure within the data. Few features are learned from the data by 

unsupervised learning, and it recognizes the class of the data when it is introduced by 

using the previously learned features (Mahesh, 2018). 

 

2.8.3 Reinforcement Learning 

 

The field of machine learning called reinforcement learning studies how software 

agents should behave in a given situation to maximize a concept known as cumulative 

reward. Along with supervised learning and unsupervised learning, reinforcement 

learning is one of the three fundamental paradigms in machine learning. (Mahesh, 

2018). 
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2.9 Machine Learning Algorithms 

 

There are many different machine learning algorithms in the literature, but algorithms 

that are used in this thesis will be explained. 

 

2.9.1 Decision Tree 

 

Decision tree algorithm will not be used in this study, but it needed to be explained 

decision tree structure to understand random forest algorithm in detail. The decision 

tree is a non-parametric supervised learning approach that is used for both regression 

and classification applications. The main purpose of this approach is to find the best 

split subset of data and it has a hierarchical structure which consists of root node, 

branches, internal and leaf nodes (IBM, 2021 Nov.). Using a greedy search to find the 

best divide points inside a tree, this algorithm uses a divide and conquer approach. 

Dividing all of the records to assign a class label, dividing procedure is repeated 

recursively. 

 

Figure 1: Decision Tree (IBM, 2021 Nov.) 

According to the diagram given above, the internal nodes receive input from the 

outward branches of the root node. Leaf nodes perform assessments based on the 

features and represent all the possible outcomes within the dataset.  
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There are some advantages and disadvantages of using decision trees. The most 

important advantage of decision trees is that they are easy to understand and use 

because of the visual representation and logic. Another important advantage of 

decision trees is that they are more flexible that other algorithms because they can 

handle various data types and missing values (IBM, 2021 Nov.). However, there are 

also some important disadvantages of using decision trees, they tend to overfit because 

when tree grows in size, it becomes difficult to maintain the data and splitting them 

correctly. Another disadvantage of decision trees is the cost of algorithm is more 

expensive compared to other algorithms. 

 

2.9.2 Random Forest 

 

The random forest model is made up of multiple decision trees explained above. In the 

random forest algorithm, the predictions made by an ensemble of decision trees are 

more accurate.  

Random forest algorithm has three main hyperparameters which are the node size, the 

number of trees, and the number of features sampled. Each decision tree in the 

collection of decision trees used in the random forest algorithm is made up of a 

bootstrap sample, which is a sample of data taken from a training set with replacement 

(IBM, 2021 Oct.).  The predicted class for a classification task will be determined by 

a majority vote from the decision tree form the random forest. 

 

Figure 2: Random Forest (IBM, 2021 Oct.) 
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According to the diagram given above, the structure of random forest consists of 

multiple decision trees and the result is reached from these multiple decision trees. 

There are some advantages and disadvantages of using random forest algorithm. The 

most important advantage of random forest algorithm is that the overfitting problem is 

not a case anymore because there are used multiple decision trees. Another important 

advantage of random forest algorithm is that it handles both regression and 

classification, so it is an effective tool (IBM, 2021 Oct.). However, there are also some 

important disadvantages of using random forest, it can handle large data sets and 

provide more accurate predictions but can be slow to process data because it works 

with multiple decision trees. Another disadvantage of random forest is that it requires 

more resources and more complex. 

 

2.9.3 Support Vector Machine 

 

Support vector machine (SVM) is a supervised machine learning algorithm that finds 

the best line or hyperplane in an N-dimensional space to maximize the margin between 

the closest data points of opposite classes (IBM, 2023). This algorithm can handle both 

linear and nonlinear classification tasks. 

 

Figure 3: SVM (Tibrewal, 2023) 

Typically, a support vector machine uses the hyperplane to divide the data points into 

distinct classes. The decision boundary line where data points fall into the red or blue 
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category is represented by the hyperplane as seen in Picture1. A line that tends to 

enlarge the space between the two nearest labels is called hyperplane and data 

categorization is facilitated by the hyperplane’s maximum distance to the most 

immediate label (IBM, 2023). A hyperplane has (N-1)-dimensions in N-dimensional 

space. 

The distance between the nearest data points from each class and the hyperplane is 

known as a margin. Support vector machines aim to minimize classification mistakes 

and maximize this margin. Since there is a bigger difference between the hyperplane 

and the nearest data points from each class, a larger margin denotes a higher level of 

confidence in the classification. Support vector machines are commonly referred to as 

maximum-margin classifiers since their purpose is to identify the hyperplane that 

maximizes this margin (IBM, 2023). 

Support vectors are the data points in a support vector machine that are closest to the 

hyperplane, and they are used to compute the margin. These data points are crucial 

because they establish the hyperplane’s direction and location which greatly affects 

the support vector machine’s classification performance.  

 

2.10 Deep Learning 

 

Deep learning (DL), is a subfield of artificial intelligence (AI) and machine learning 

(ML), is regarded as a key technology of today. Due to its capacity for data-driven 

learning, deep learning technology which has its roots in artificial neural networks 

(ANN) has gained significant traction in the computer community and finds extensive 

use across a wide range of industries such as cybersecurity, healthcare, image 

identification and text analytics (Sarker, 2018). 

The capacity to learn enormous amounts of data is one of the advantages of deep 

learning. The topic of deep learning has had rapid growth in recent years and has been 

widely applied to effectively handle a broad variety of traditional applications which 

are using mostly machine learning algorithms. Deep learning has performed better than 
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popular machine learning algorithms in several fields, including cybersecurity, natural 

language processing, robotics etc. (Alzubaidi et al., 2021). 

 

2.11 Deep Learning Algorithms 

 

There are many different deep learning algorithms in the literature, but the algorithms 

which are used in this study will be given. 

 

2.11.1 ANN 

 

According to Maind & Wankar, ANN (Artificial Neural Network) is a key approach 

which is modelled after the architecture and operations of the human brain. An 

advanced neural network design, such as a convolutional neural network (CNN) or a 

recurrent neural network (RNN), is built using artificial neural networks (ANNs), 

which are used to describe complicated relationships in data (Maind & Wankar, 2024). 

Neurons (Nodes): 

 These are ANN’s fundamental building blocks; they resemble real neurons in 

the brain. After processing inputs, each neuron transmits its output to the layer 

of neurons below it. 

 Typically, a neuron produces its output by applying an activation function after 

applying the weighted sum of its inputs. 

Layers: 

 Input Layer: The input layer is the part of an ANN where raw data is initially 

received. 

 Hidden Layers: The layers that contain calculations between the input and 

output levels are known as hidden layers. A multi-layered hidden network 

architecture is considered "deep." 
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 Output Layer: The last layer that generates the classification or prediction is 

known as the output layer. 

Weights and Biases: 

 Weights: There is a weight assigned to every connection between neurons in 

neighboring layers. The intensity and direction of a neuron's output impact on 

another neuron are determined by these weights. 

 Biases: Before the activation function is applied, bias terms are added to the 

weighted sum of the inputs. Biases provide the model with the ability to change 

the activation function, which can improve the network's capacity for learning. 

𝑧𝑗 = ∑ 𝑤𝑖𝑗 . 𝑥𝑖 + 𝑏𝑗

𝑛

𝑖=1

 

Equation 1: Weighted Sum Calculation 

o 𝑧𝑗  is the weighted sum for neuron 𝑗. 

o 𝑥𝑖 is the input from the previous layer’s neuron 𝑖. 

o 𝑤𝑖𝑗  is the weight connecting neuron iii to neuron 𝑗. 

o 𝑏𝑗  is the bias term added to the sum. 

 

Activation Functions: 

The network gains non-linearity via activation functions which helps it recognize 

complex patterns. Typical activation functions consist of: 

o Sigmoid: Produces outputs between 0 and 1. 

𝜎(𝑧𝑗) =  
1

1 + 𝑒−𝑧𝑗
 

Equation 2: Sigmoid Calculation 

o ReLU (Rectified Linear Unit): Outputs zero for negative inputs and the input 

itself for positive inputs. 

𝑅𝑒𝐿𝑈(𝑧𝑗) = max (0, 𝑧𝑗) 
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Equation 3: ReLU Calculation 

o Tanh: Outputs values between -1 and 1. 

tanh(𝑧𝑗) =  
𝑒𝑧𝑗 − 𝑒−𝑧𝑗

𝑒𝑧𝑗 + 𝑒−𝑧𝑗
 

Equation 4: Tanh Calculation 

o Softmax: Used in the output layer for multi-class classification, producing a 

probability distribution. 

 

2.11.2 LSTM 

 

LSTM (Long Short-Term Memory) is a type of recurrent neural network (RNN) 

architecture used in deep learning and it is specifically made to understand and forecast 

sequential input. Because of the vanishing gradient problem, which makes it 

challenging for the network to learn from data points that are widely apart in the 

sequence, traditional RNNs have trouble resolving long-term dependencies. In order 

to overcome this issue, LSTMs develop a unique architecture that enables them to store 

and retrieve data across longer durations. There are three key components which are 

cell state, hidden state and gates inside an LSTM cell (Staudemeyer & Morris, 2019). 

The cell state functions across the chain like a conveyor belt with a few small linear 

contacts. Information is carried along the sequence, and the gates decide what should 

be remembered and what should be forgotten. The output of the LSTM cell, known as 

the hidden state, is transferred to the following time step in the sequence and is also 

useful for making predictions (Hochreiter, 1997). 

There are three main components known as gates which control the flow of data in 

LSTM. 

Forget Gate: 

 The Forget Gate determines whether data from the previous cell state should 

be retained and which should be deleted. 
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 After applying a sigmoid function to the current input and the prior hidden 

state, it produces a value between 0 and 1, where 0 denotes "completely forget" 

and 1 denotes "completely keep." 

𝑓𝑡 = 𝜎(𝑊𝑓 . [ℎ𝑡−1, 𝑥𝑡] + 𝑏𝑓) 

Equation 5: Weight Matrix Calculation 

 

o 𝑊𝑓  is the weight matrix for the forget gate. 

o  ℎ𝑡−1 is the hidden state from the previous time step. 

o 𝑥𝑡 is the current input. 

o 𝑏𝑓  is the bias for the forget gate. 

o 𝜎 is the sigmoid activation function. 

Input Gate: 

 The input gate determines what additional data needs to be added to the cell 

state. 

 It consists of two parts: a vector of new candidate values to add to the state, 

created by the tanh function, and a sigmoid function that determines which 

values will be updated. 

 

𝑖𝑡 = 𝜎(𝑊𝑖 . [ℎ𝑡−1, 𝑥𝑡] + 𝑏𝑓) 

Equation 6: Input Gate Calculation 

 

o 𝑊𝑖  is the weight matrix for the input gate. 

o 𝑏𝑖 is the bias for the input gate. 

Output Gate: 

 The output gate determines which portion of the cell state is output. 

 The final output is obtained by multiplying the output by the tanh function of 

the cell state, which is based on the cell state and is then passed through a 

sigmoid function. 

𝑜𝑡 =  𝜎(𝑊𝑜 . [ℎ𝑡−1, 𝑥𝑡] + 𝑏𝑜) 

Equation 7: Output Gate Calculation 
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o 𝑊𝑜 is the weight matrix for the output gate. 

o 𝑏𝑜 is the bias for the output gate. 

 

2.12 Dataset 

 

The CSE-CIC-IDS2018 dataset, which is chosen to be utilized in the framework of 

this study, was produced in 2018 by the Canadian Institute for Cybersecurity (CIC) 

and the Communications Security Establishment (CSE). With a major focus on 

network-based attack detection, this dataset offers several real-world attack scenarios 

in a variety of contexts developed on the AWS computing platform. Six different 

attack scenarios were considered in this dataset: botnet attack, DDoS+PortScan attack, 

web attack, infiltration attack, bruteforce attack, and DoS attack. There are millions of 

records in this collection, with 80 features. The structure of the dataset will be 

discussed under the method title in detail (UNB, n.d.) 

 

2.13 Data Preprocessing  

 

Data preprocessing is an essential phase in machine learning and deep learning because 

most of the real-world data includes many errors, noise, inconsistency, and missing 

values and data preprocessing is the process that makes the data become high quality 

for the studies (Çetin & Yıldız, 2022). Data preprocessing aims to eliminate missing 

or duplicate values, improve data quality, and make the data useful for machine 

learning and deep learning. There are some important steps of data preprocessing given 

below: 

1. The first step of data preprocessing is importing the libraries that will be used. 

2. The next step of data preprocessing is importing the data that will be used. 

3. The third step of data preprocessing is checking the noisy or missing content 

of the data. In this step, the entire row that contains a missing value may be 

removed or changed with the mean, median, or mode. 
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4. The next step of data preprocessing is arranging the data in a numerical form 

because machine learning and deep learning modules cannot process non-

numeric data. It is a very important step of data preprocessing. 

5. The next step of data preprocessing is scaling the data to convert data values 

into shorter ranges. 

6. The final step of data preprocessing is distributing the data into three sets which 

are training, testing, and validation. 

In our study, the data is used has 80 features as explained before, for this reason, we 

need to process feature selection techniques to reduce the number of features before 

the last step of data preprocessing. The feature selection steps will be explained in the 

next title. 

 

2.14 Feature Selection 

 

Feature selection is the process of selecting the most crucial features to use as input 

for machine learning and deep learning methods. Feature selection is conducted to 

decrease the number of input variables by removing redundant or unnecessary features 

and condensing the collection of features to those that are most relevant to machine 

learning or deep learning model. Effective feature selection enhances model accuracy, 

reduces overfitting, and lowers computational complexity by eliminating redundant or 

irrelevant data. Feature selection has some important advantages such as making the 

model simpler, reducing the training times, increasing the precision of the estimates, 

and avoiding the curse of high dimensionality (Ghojogh et al,, 2019). 

 

2.15 Feature Selection Methods 

 

The goal of supervised feature selection algorithms is to measure each feature’s 

statistical connection to the class label in order to rank the features. In this study, 

information gain and correlation techniques are used because they give the chance to 
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identify the most crucial features in the original dataset (Sarhan et al., 2022). In our 

study, we decided to use information gain and correlation techniques, and they will be 

explained in detail. 

 

2.15.1 Information Gain 

 

Information gain is a metric that measures the mutual dependence between the features 

and the label. Information gain is the difference between the entropy of the parent node 

and the weighted average entropy of the child nodes, for this reason firstly information 

entropy should be calculated (Qu, 2023). Information entropy formula is given below: 

𝐸 =  − ∑ 𝑝𝑖𝑙𝑜𝑔2𝑝𝑖

𝐶

𝑖

 

Equation 8: Information Entropy Formula 

Information entropy is denoted by 𝐸 and 𝐶 is the number of classes and 𝑝𝑖 is the 

proportion of instances belonging to the class 𝑖. Larger values of information gain 

denote a stronger contribution to accurate classification. For this reason, chosen 

features have the highest information gain values. The information gain formula is 

given below: 

𝐼𝐺 = 𝐸(𝑝𝑎𝑟𝑒𝑛𝑡) − 𝑊𝑒𝑖𝑔ℎ𝑡𝑒𝑑 𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝐸(𝐶ℎ𝑖𝑙𝑑𝑟𝑒𝑛) 

Equation 9: Information Gain Formula 

 

2.15.2 Correlation 

 

The correlation coefficient is a statistical notion that helps in creating a relationship 

between expected and actual values acquired in a statistical experiment. Correlation 

coefficient indicates the strength of the relationship between the variables in a dataset 

and it can take values between -1.0 and 1.0 (Schober & Boer, 2018).  
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If the value of the correlation coefficient is -1.0, it means that the variables tend to 

move in opposite directions which is also known as perfect negative correlation. If the 

value of the correlation coefficient is 1.0, it means that the variables tend to move in 

the same direction which is also known as perfect positive correlation. And if the value 

of correlation coefficient is 0, it means the variables do not have a relationship with 

each other and there is no correlation. The formula of correlation coefficient is given 

below: 

𝜌(𝑋, 𝑌) =
𝑐𝑜𝑣(𝑋, 𝑌)

𝜎𝑋𝜎𝑌
 

Equation 10: Correlation Formula 

It is defined as the covariance of the labels which is denoted by X and the features 

which is denoted by Y, divided by the products of their standard deviation. 
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CHAPTER 3 

 

RELATED WORK 

 

For our study, there are many related works divided into four categories: intrusion 

detection systems, machine learning algorithms, deep learning algorithms and 

datasets. 

 

3.1 Intrusion Detection Systems 

 

There are some studies on intrusion detection systems that have a comparative study 

to indicate the difference between machine learning and deep learning algorithm for 

network intrusion detection. In the study, they use Support Vector Machine (SVM) 

and Convolutional Neural Network (CNN) algorithms to compare their performance. 

WEKA is used to test the dataset CSE-CIC-IDS2018 and Confusion Matrix is used to 

evaluate the test results. They compare SVM and CNN algorithms by using CSE-CIC-

IDS2018 with top 50 and top 25 features. According to the results of this study, CNN 

had performed best on accuracy, precision and recall compared to SVM while using 

top 50 features of the dataset (Sha’ari & Abdullah 2022). 

There are two primary forms of IDS: network-based and host-based. While host-based 

intrusion detection systems (HIDS) are made to identify intrusions on a single host, 

network-based intrusion detection systems (NIDS) are meant to detect intrusions by 

monitoring various network activity. Since NIDS can monitor more network targets 

than HIDSs can because HIDSs cannot view packet headers, NIDS can identify 

additional attacks that HIDSs would miss. NIDS monitors the output of packet sniffers. 

For example, because NIDS can track packet headers as they travel across the network, 

they can identify a lot of IP-based DoS attacks. Furthermore, because NIDS is 

designed to function with certain operating systems, it depends less on the host's 

operating system as a detection source. Certain hybrid intrusion detection systems 
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(IDS) have integrated HIDS and NIDS to detect intrusions. IDS employs three 

different kinds of detection mechanisms: data mining, statistical, and machine learning 

methods (Aljanabi et al., 2021). 

 

3.2 Machine Learning Algorithms 

 

There are many studies about using machine learning algorithms to create intrusion 

detection systems. The first study is about the comparison of different classical 

machine algorithms with different datasets used in literature. In this study, they are 

using CSE-CIC-IDS2018, UNSW-NB15, ISCX-2012, NSL-KDD and CIDDS-001 

datasets and Support Vector Machine (SVM), K-nearest Neighbor (KNN) and 

Decision Tree (DT) algorithms. They conduct the study by following some steps. First, 

they take a certain amount of sample data from each dataset, then they use min-max 

normalization to achieve a normalized data. After these steps, they use SVM, KNN 

and DT to classify the data sets (Kilincer et al.,2021). 

They also use different algorithms for each SVM, DT and KNN classifier; SVM 

Linear, SVM Quadratic, SVM Cubic, KNN Fine, KNN Medium, KNN Cubic, Tree 

Fine, and Tree Medium. For CSE-CIC-IDS2018, UNSW-NB15 and ISCX-2012 

datasets, the best results are achieved by SVM Quadratic, KNN Fine and Tree Fine. 

Among these 3 algorithms, the best result is getting with Tree Fine which is a DT 

algorithm for this dataset. For NSL-KDD dataset, the best results are achieved by SVM 

Cubic, KNN Fine and Tree Fine.  Among these 3 algorithms, the best result is getting 

Tree Fine which is a DT algorithm for this dataset. And for CIDDS-001 dataset, the 

best results are achieved by DT classifier. According to these comparisons, DT 

algorithm gives the best results for all datasets used in the study (Kilincer et al.,2021). 

At the end, they compare the classifier results with the studies in the literature. 

Accuracy, precision, recall, F-measure and geometric mean values are used to make 

the performance comparisons between the results of algorithms in the study. The 

results show that the study has similar or higher performance with the literature. 

Another study focuses on comparing different machine learning algorithms for DDoS 

detection. This study works on CICDDoS2019 dataset and uses machine learning 
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algorithms which are Naïve Bayes, Support Vector Machine (SVM), AdaBoost, 

XGBoost, K-Nearest Neighbor (KNN) and Random Forest to classify the dataset 

network traffic into benign and attack classes. In this study, some preprocessing 

operations are made on the dataset to prepare it to tests and accuracy, F1-Score, ROC 

curve and Training time are used as evaluation metrics (Seifousadati et al., 2021). 

According to the test made on CICDDoS2019 dataset, XGBoost and AdaBoost are the 

most accurate algorithms with an F1-Score of 1 and an accuracy of 100%. When they 

compare these two algorithm, XGBoost gives better training time than AdaBoost. The 

other algorithms give acceptable results except Naïve Bayes algorithm. Random Forest 

algorihm gives accuracy of 99.94% and F1-Score of 0.9942, KNN algorithm gives 

accuracy of 99.94% and F1-Score of 0.9936 and SVM algorithm gives accuracy of 

99.35% and F1-Score of 0.9306. Naïve Bayes algorithms gives accuracy of 98.21% 

and F1-Score of 0.7098. As a result, XGBoost and AdaBoost gives better results and 

the worst result is getting from Naïve Bayes algorithm in this study (Seifousadati et 

al., 2021). 

 

3.3 Deep Learning Algorithms 

 

There are many studies about using deep learning algorithms to create intrusion 

detection systems. A detection and defense system based on Generative Adversarial 

Network (GAN) in Software Defined Networking (SDN) for detecting DDoS attacks 

is proposed. Their system uses IP flow analysis and enables continuous traffic 

monitoring which provides system to act near-real-time. Their system works by 

following some steps. First, the system collects and analyzes IP flows from the 

network and it continues every seconds which make the system near-real-time. Then, 

the system conducts data processing which processes bits, packets, source IP entropy, 

source port entropy, destination IP entropy and destination port entropy. After this 

step, the system analyzes the behavior of the network and detects the existence of 

DDoS attacks by using adversarial deep learning anomaly detection module. In the 

final step, if the system detects a DDoS, mitigation module takes countermeasure and 

minimize the damages (Novaes, 2021). 
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There is a comparison between the proposed system and different neural network 

methods which are CNN, LSTM and MLP used in literature. They created two test 

environments; the first one is a real SDN environment with many hosts and high 

transmission rates and the second one is CICDDoS2019 dataset which includes 

common types of DDoS attacks. They use accuracy, precision and recall as evaluation 

metric. In the first environment, proposed system have better results according to 

compared neural network methods. The system was able to detect and defend against 

almost DDoS performed according to the evaluation metrics mentioned before. In the 

second environment, compared neural network methods were less accurate in 

detecting the DDoS attacks. On the other hand, the proposed system makes the system 

more certain in identifying the different DDoS attacks included in CICDDoS2019 

dataset. As a results, the study showed that GAN framework makes the system more 

powerful against to adversarial attacks (Novaes, 2021). 

Another study is proposed by Yuan et al. focuses on a deep learning based DDoS attack 

detection approach called DeepDefense. In this study, they use ISCX2012 dataset and 

different Recurrent Neural Network (RNN) algorithms. They use feature extraction 

and transformation operations to prepare the dataset for the tests with their approach. 

They extract 20 network traffic fields and classify three types of fields which are text 

fields, boolean fields and numerical fields. ISCX2021 dataset consist of 7 days’ 

network traffic, and they take 2 days of them and use them as two different datasets. 

The first one includes small data and the second one includes big data (Yuan et al., 

2017). 

They make comparisons among different RNN models to select the best one. They 

also make comparison between RNN model and Random Forest algorithm. Error rate, 

accuracy, precision, recall, F1-Score and AUC are used as evaluation metrics. First 

they compare the four RNN models which are Long Short-Term Memory Neural 

Network (LSTM), Convolutional Neural Network & Long Short-Term Memory 

Neural Network (CNNLSTM), Gated Recurrent Unit Neural Network (GRU) and 

3LSTM by using the same datasets. According to results, all these RNN models give 

almost the same performance. In the second part of the tests, they compare RNN model 

and Random Forest model on the same datasets. They analyze the impact of window 

size and they make tests with different window sizes 1, 5, 10, 50 and 100. According 

to results, performance of LSTM model improves with the increase of window size. 
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However, the performance of Random Forest model drops quickly with big dataset 

(Yuan et al., 2017). 

A hybrid deep learning model based on a convolutional neural network (CNN) and a 

weight-dropped long short-term memory (WDLSTM) network to detect network 

intrusions is proposed. They combined different algorithms to use them in different 

stages of the study. CNN is used to extract meaningful features from network data 

traffic, LSTM is used to retain long-term dependencies among the features extracted 

by using CNN and to solve the overfitting problem. They use UNSW-NB15 dataset to 

evaluate their hybrid model and to compare their technique with state-of-the-art 

models using. They also use ISCX2012 dataset to compare their technique with state-

of-the-art models using. They use data conversion and data normalization techniques 

for data preprocessing. Data conversion technique is used to convert features of the 

dataset nominal to numeric values. Data normalization is used to reduce the large 

variance of the features. They use accuracy, precision, recall and F1-Score as 

evaluation metrics in this study. They make comparisons among the hybrid system 

they created and state-of-the-art models which are basic CNN, inception CNN, LSTM, 

and GRU. According to the test they make, the proposed hybrid system gives better 

accuracy results than the other models (Hassan et al., 2020). 

A study is about the hyperparameter optimization in Artificial Neural Networks 

(ANN) for network intrusion detection, a common problem in cybersecurity 

applications. The suggested approach has been thoroughly described in their study, 

and its effectiveness on two benchmark datasets which are NSL-KDD and 

CICIDS2017 has been demonstrated, demonstrating its efficiency with results that are 

similar. Numerous ANN topologies, varying in the number of hidden layers and 

neurons on those layers, were tried. The impact of selecting specific hyperparameters, 

such as the activation function, optimizer, batch size, and number of epochs, on the 

attained accuracy was evaluated. In one instance, the accuracy decreased from 0.9498 

to 0.8592 as a result of increasing the batch size from 10 to 100 (Choraś & Pawlicki, 

2021). 

Another study is proposed, in order to identify abnormalities, a contractive 

autoencoder-based (AE) deep learning model is proposed in their research. Using the 

compressed form of the input data, they train our model to identify the typical traffic 

pattern. CIC-IDS2017, NSL-KDD, and CIC-DDoS2019 are three well-known 
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intrusion detection system datasets that were utilized in the evaluation process. To 

demonstrate the effectiveness of their model, they have compared the outcomes with 

those of a simple autoencoder and various deep learning techniques including Basic 

autoencoder, Variational autoencoder, and LSTM autoencoder. The examined 

accuracy, F-score, precision, and recall of each approach are for the CIC-IDS2017 

(DoS) and NSL-KDD datasets, their model achieves an accuracy of 92.45% and 

96.08%, respectively. Their accuracy for each attack type in the CIC-DDoS2019 

dataset ranges from 93.41% to 97.58% (Aktar & Nur, 2023). 

 

3.4 Datasets 

 

There are various datasets used for the studies on intrusion detection systems. There is 

a study proposed by using CICDDoS2019 dataset and used ensemble feature selection 

while creating their deep learning-based framework CyDDoS. They provided that 

CICDDoS2019 dataset is highly unbalanced, for this reason they created a model to 

reduce 89% of features from the CICDDoS2019 dataset. They compared their model 

with classical machine learning methods which are Random Forest, Logistic 

Regression, Perceptron and Gaussian Naïve Bayes. CyDDoS ensures an accurate 

prediction of DDoS attacks, and the results show that their method has better 

performance according to accuracy, precision, recall and F1-Score measurements 

compared to classical machine learning methods mentioned above (Lopes, 2021). 

A study is about the comparison of different datasets used in literature by using some 

classical machine learning algorithms. In this study, they are using CSE-CIC-

IDS2018, UNSW-NB15, ISCX-2012, NSL-KDD and CIDDS-001 datasets because 

they are most used datasets in the literature. They used Support Vector Machine 

(SVM), K-nearest Neighbor (KNN) and Decision Tree (DT) algorithms to compare 

the performance of both datasets and algorithms. In the study, categorization operation 

was made for the UNSW-NB15 dataset, and the performance results are better than 

the studies in the literature for all the algorithms used (Kilincer et al., 2021). 

For CSE-CIC-IDS2018, UNSW-NB15 and ISCX-2012 datasets, the best results are 

achieved by SVM Quadratic, KNN Fine and Tree Fine. Among these 3 algorithms, the 

best result is getting with Tree Fine which is a DT algorithm for this dataset. For NSL-
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KDD dataset, the best results are achieved by SVM Cubic, KNN Fine and Tree Fine.  

Among these 3 algorithms, the best result is getting with Tree Fine which is a DT 

algorithm for this dataset. And for CIDDS-001 dataset, the best results are achieved 

by DT classifier. (Kilincer et al., 2021). 

Another study focuses on CICDDoS2019 dataset and they make preprocessing work 

on this dataset. They use Pandas, Scikit-Learn and Numpy libraries for the 

preprocessing. They make preprocessing operation on CICDDoS2019 dataset by 

following some steps. First, they replace null values with an average value and infinite 

values with maximum values. After that step, they remove non-numerical type null 

values. Then, they encode non-numerical values into numerical values. Lastly, they 

remove the columns which have variance as zero and remove the columns with low 

correlation. After the preprocessing operation they applied to data, they use machine 

learning algorithms which are Naïve Bayes, Support Vector Machine (SVM), 

AdaBoost, XGBoost, K-Nearest Neighbor (KNN) and Random Forest to classify the 

dataset network traffic into benign and attack classes. According to this study, 

XGBoost and AdaBoost gives better results and Naïve Bayes gives the worst results 

with this dataset (Seifousadati et al., 2021). 

A study on inter-dataset generalization to test different supervised machine learning 

algorithms on network datasets. This study analizes two well-known datasets which 

are CIC-IDS2017 and CSE-CIC-IDS2018. They use twelve supervised machine 

learning algorithms. These algorithms are separated into three groups; tree-based, 

neighbor-based and SVM-based. Single decision tree (dtree), random forests (rforest), 

bagging ensemble learner built on decision trees (bag), gradient-boosted trees 

(gradboost), random decision trees (extratree), adaboost (ada) and extreme gradient-

boosted trees (xgboost) algorithms belong to tree-based group. K-nearest neighbor 

(KNN) and N-centroid (ncentroid) algorithms belong to neighbor-based group. 

LinearSVC (linsvc), RBFSVC and one logistic regression (binlr) algorithms belong to 

SVM-based group. In this study, some preprocessing operations are made on the 

dataset to prepare it to tests and balanced accuracy, precision, recall, F1-Score and 

ROC-AUC are used as evaluation metrics (D’hooge et al., 2020). 
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CHAPTER 4 

METHOD 

 

4.1 CSE-CIC-IDS2018 Dataset 

 

The CSE-CIC-IDS2018 dataset was created by the Communications Security 

Establishment (CSE) and the Canadian Institute for Cybersecurity (CIC) in 2018, 

which is decided to be used within the scope of this study. This dataset provides 

multiple real-world attack scenarios in various environments built on the AWS 

computing platform with a primary focus on network-based attack detection. The 

system is divided into two groups as the victim and the attacker. There are 50 machines 

that comprised the attacking group and 420 machines, and 30 servers compromised 

the victim group. All network traffic between these machines and servers are collected 

to build this dataset. In this dataset, 6 distinct attack scenarios were taken into 

consideration which are Bruteforce attack, DoS attack, Web attack, Infiltration attack, 

Botnet attack and DDoS+PortScan attack (UNB, n.d). 

They are able to systematically create datasets in the CSE-CIC-IDS2018 dataset that 

include abstract distribution models for lower-level network elements, applications, 

and protocols, as well as comprehensive descriptions of intrusions by using the concept 

of profiles. Created profiles may be used for a wide variety of network protocols with 

various topologies because of their abstract character. Together, profiles can create a 

dataset for particular purposes. 

Utilizing a variety of statistical analysis and machine learning methods, these profiles 

capture the entity behaviors of users. The features that are contained include protocol 

packet size distributions, the quantity of packets sent in a single flow, specific payload 

patterns, payload size, and protocol request time distribution. They try to provide a 

clear description of an attack scenario. In the most basic scenario, these profiles can 

be interpreted by people, who can then act upon them. Ideally, these scenarios would 

be interpreted and carried out by compilers working in tandem with autonomous 

agents. 
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4.1.1 Features 

 

This dataset offers gathered raw network traffic data includes 80 features that is 

divided into daily across 10 CSV files that are available for download from AWS 

cloud. Features and the description of them are given in Table 1. 

Table1: Dataset Features (UNB, n.d.) 

Feature # Feature Feature Description 

1 Dst Port Destination port number 

2 Protocol Protocol number 

3 Timestamp Timestamp 

4 Flow Duration Flow duration 

5 Tot Fwd Pkts Total packets in the forward direction 

6 Tot Bwd Pkts Total packets in the backward direction 

7 TotLen Fwd Pkts Total size of packets in forward direction 

8 TotLen Bwd Pkts Total size of packets in backward direction 

9 Fwd Pkt Len Max Maximum size of packets in forward direction 

10 Fwd Pkt Len Min Minimum size of packets in forward direction 

11 Fwd Pkt Len Mean Average size of packets in forward direction 

12 Fwd Pkt Len Std Standard deviation size of packets in forward 

direction 

13 Bwd Pkt Len Max Maximum size of packets in backward 

direction 

14 Bwd Pkt Len Min Minimum size of packets in backward direction 

15 Bwd Pkt Len Mean Average size of packets in backward direction 
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16 Bwd Pkt Len Std Standard deviation size of packets in backward 

direction 

17 Flow Byts/s Flow byte rate that is number of packets 

transferred per second  

18 Flow Pkts/s Flow packets rate that is number of packets 

transferred per second  

19 Flow IAT Mean Average time between two flows  

20 Flow IAT Std Standard time between two flows 

21 Flow IAT Max Maximum time between two flows 

22 Flow IAT Min Minimum time between two flows 

23 Fwd IAT Tot Total time between two packets sent in the 

forward direction  

24 Fwd IAT Mean Mean time between two packets sent in the 

forward direction  

25 Fwd IAT Std Standard deviation time between two packets 

sent in the forward direction  

26 Fwd IAT Max Maximum time between two packets sent in the 

forward direction  

27 Fwd IAT Min Minimum time between two packets sent in the 

forward direction  

28 Bwd IAT Tot Total time between two packets sent in the 

backward direction  

29 Bwd IAT Mean Mean time between two packets sent in the 

backward direction  

30 Bwd IAT Std Standard deviation time between two packets 

sent in the backward direction  

31 Bwd IAT Max Maximum time between two packets sent in the 

backward direction  

32 Bwd IAT Min Minimum time between two packets sent in the 

backward direction  
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33 Fwd PSH Flags Number of times the PSH flag was set in 

packets traveling in the forward direction (0 for 

UDP)  

34 Bwd PSH Flags Number of times the PSH flag was set in 

packets traveling in the backward direction (0 

for UDP)  

35 Fwd URG Flags Number of times the URG flag was set in 

packets traveling in the forward direction (0 for 

UDP)  

36 Bwd URG Flags Number of times the URG flag was set in 

packets traveling in the backward direction (0 

for UDP)  

37 Fwd Header Len Total bytes used for headers in the forward 

direction  

38 Bwd Header Len Total bytes used for headers in the forward 

direction  

39 Fwd Pkts/s Number of forward packets per second  

40 Bwd Pkts/s Number of backward packets per second  

41 Pkt Len Min Minimum length of a flow  

42 Pkt Len Max Maximum length of a flow  

43 Pkt Len Mean Mean length of a flow  

44 Pkt Len Std Standard deviation length of a flow  

45 Pkt Len Var Minimum inter-arrival time of packet  

46 FIN Flag Cnt Number of packets with FIN  

47 SYN Flag Cnt Number of packets with SYN  

48 RST Flag Cnt Number of packets with RST  

49 PSH Flag Cnt Number of packets with PUSH  

50 ACK Flag Cnt Number of packets with ACK  
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51 URG Flag Cnt Number of packets with URG  

52 CWE Flag Cnt Number of packets with CWE  

53 ECE Flag Cnt Number of packets with ECE  

54 Down/Up Ratio Download and upload ratio  

55 Pkt Size Avg Average size of packet 

56 Fwd Seg Size Avg Average size observed in the forward direction  

57 Bwd Seg Size Avg Average size observed in the backward 

direction  

58 Fwd Byts/b Avg Average number of bytes bulk rate in the 

forward direction  

59 Fwd Pkts/b Avg Average number of packets bulk rate in the 

forward direction  

60 Fwd Blk Rate Avg Average number of bulk rate in the forward 

direction  

61 Bwd Byts/b Avg Average number of bytes bulk rate in the 

backward direction  

62 Bwd Pkts/b Avg Average number of packets bulk rate in the 

backward direction  

63 Bwd Blk Rate Avg Average number of bulk rate in the backward 

direction  

64 Subflow Fwd Pkts The average number of packets in a sub flow in 

the forward direction  

65 Subflow Fwd Byts The average number of bytes in a sub flow in 

the forward direction  

66 Subflow Bwd Pkts The average number of packets in a sub flow in 

the backward direction  

67 Subflow Bwd Byts The average number of bytes in a sub flow in 

the backward direction  

68 Init Fwd Win Byts Number of bytes sent in initial window in the 

forward direction  
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69 Init Bwd Win Byts Number of bytes sent in initial window in the 

backward direction 

70 Fwd Act Data Pkts Number of packets with at least 1 byte of TCP 

data payload in the forward direction  

71 Fwd Seg Size Min Minimum segment size observed in the forward 

direction  

72 Active Mean Mean time a flow was active before becoming 

idle  

73 Active Std Standard deviation time a flow was active 

before becoming idle  

74 Active Max Maximum time a flow was active before 

becoming idle  

75 Active Min Minimum time a flow was active before 

becoming idle  

76 Idle Mean Mean time a flow was idle before becoming 

active  

77 Idle Std Standard deviation time a flow was idle before 

becoming active  

78 Idle Max Maximum time a flow was idle before 

becoming active  

79 Idle Min Minimum time a flow was idle before 

becoming active  

80 Label Label 

 

4.1.2 Attack Scenarios 

 

CSV files comprise the dataset are named as the date of the attacks are carried out. In 

each CSV file, there are different types of attack types. In Table 2, the attack types and 

the CSV file names are given. 
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Table 2: Attack Scenarios (UNB, n.d.) 

 

 

 

Attack Types CSV File 

FTP – Brute Force 

SSH – Brute Force 

Web-14-02-2018 

DoS-GoldenEye 

DoS-Slowloris 

Thurs-15-02-2018 

DoS-SlowHTTPTest 

DoS-Hulk 

Fri-16-02-2018 

DDoS-LOIC-HTTP 

DDoS-LOIC-UDP 

Tues-20-02-2018 

DDoS-LOIC-UDP 

DDoS-HOIC 

Wed-21-02-2018 

Brute Force-Web 

Brute Force-XSS 

SQL Injection 

Thurs-22-02-2018 

Brute Force-Web 

Brute Force-XSS 

SQL Injection 

Fri-23-02-2018 

Infiltration Wed-28-02-2018 

Infiltration Thurs-01-03-2018 

Botnet Fri-02-03-2018 
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4.1.3 DDoS Attack Types and Important Features 

 

The CSE-CIC-IDS2018 dataset includes different attack types and scenarios given in 

the previous section. The DDoS attack types and important variables will be 

investigated in detail under this title. 

DDoS-LOIC-UDP & DDoS-LOIC-HTTP: Distributed denial of service 

(DDoS) attacks is carried out using the Low Orbit Ion Cannon (LOIC) open-

source tool. LOIC performs a DoS attack by flooding the target machine with 

TCP, UDP or HTTP requests. In this dataset, there is DDoS-LOIC-UDP attack 

that uses UDP requests for the attack and DDoS-LOIC-HTTP attack that uses 

HTTP requests for the attack. This type of attack uses numerous computers to 

be as effective as it is. 

DDoS-HOIC: High Orbin Ion Cannon (HOIC) is an open-source web 

application to carry out distributed denial of service (DDoS) attacks and it is 

developed to replace LOIC. HOIC makes it possible to send out massive HTTP 

request floods to overload web servers, websites or online services.  

 

In the CSE-CIC-IDS2018 dataset, there are 4 most effective features to detect 

DDoS attack type. 

a. Bwd Pkt Len Std: This feature is an important one to detect DDoS 

attack because there is no communication made with the victim 

throughout the attack; either the victim does not respond, or the attacker 

does not respond to the victim after receiving a response. For this 

reason, respond sizes of the flows should have minimal changes and it 

is an identifier of DDoS attack type. 

b. Flow IAT Std: The benign traffic’s average standard deviation 

between flows is almost ten times greater than that of the DDoS attack 

traffic. The difference is more pronounced in DDoS attacks, which use 

numerous machines to continuously transmit packets to the target 

machine. 

c. Flow Duration: It is expected that the flow duration of flood attacks 

will be shorter than that of benign traffic. The average value of flow 
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duration for DDoS attacks is half of the benign traffic and it is a very 

important identifier for DDoS attacks. 

d. Pkt Size Avg: Packet size average is a similar feature with the packet 

length in the backward direction (Bwd Pkt Len Std) because the packet 

sizes of attacks are smaller than the benign traffic. While identifying 

DDoS attacks, it is another significant variable. 

 

4.2 Used Technologies and Tools 

 

The following technologies and tools are used in the experiment environment of this 

study: 

 Tensorflow for machine learning methods 

 Keras for deep learning methods 

 Scikit-learn for preprocessing the dataset and making the evaluations 

System specifications of the experiment environment: 

 Google Colab for handling the experiments which has 

 RAM: 334.56 GB 

 Disk: 225.33 GB 

 TPU v2 

TPU (Tensor Processing Units) is a unique type of hardware accelerator that Google 

created for the only purpose of speeding up machine learning workloads, especially 

deep learning workloads. Tensor computations, the foundation of many machine 

learning techniques, particularly neural networks are executed by TPUs (Google, n.d) 

Google Colab was used to do the experiments because it gives us advanced systems 

and extensive sources like extensive RAM, a huge memory and TPU system for 

making the studies faster. 

CSE-CIC-IDS2018 dataset was used, it consists of 10 CSV files, two of these CSV 

files which are named as 02-20-2018.csv and 02-21-2018.csv were used. The size of 

the first file is 3.77GB and the size of the second file is 313MB. These two files were 
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used because only these two files contain DDoS attacks. In the next titles, we will 

mention 02-20-2018.csv file as small dataset and 02-21-2018.csv file as big dataset 

because of their sizes. 

 

4.3 Data Preprocessing 

 

In this step, first data cleaning process was applied to remove or correct the noisy, 

inconsistent or missing data. Some processes were applied to make sure the dataset is 

consistent. For this purpose, “NaN” values and “Infinity” values were removed and 

deleted the duplicate rows. Then, “Bwd PSH Flags”, “Bwd URG Flags”, “CWE Flag 

Cnt”, “Fwd Byts/b Avg”, “Fwd Pkts/b Avg”, “Fwd Blk Rate Avg”, “Bwd Bytes/b 

Avg”, “Bwd Pkts/b Avg”, and “Bwd Blk Rate Avg” were removed because these 

variables include constant zero values. And also, “Timestamp” variable was removed 

because it is a complicated value, and it does not affect the detection of attacks. 

Then, we need to make data transformation was needed to applied because we need to 

have numerical values for the tests. For this step, the “Label” column has been 

converted to numerical values to specify if the network traffic is an attack or not. Label 

0 is denoting benign; Label 1 is denoting DDoS attacks. After this step, we need to do 

feature selection for consistent results, and we explain the feature selection methods 

in next titles. 

 

4.4 Feature Selection 

 

According to the study is used to achieve features listed below for each feature 

selection methods. We used the same features with the study made by them because 

we tried different feature selection methods like PCA feature selection or Random 

Forest algorithm, but the results were inconsistent for the issue of our study. Also, we 

tried a different number of features to select for the study but when the number of 

features increases, the system slows down and does not give smooth results because 

as the number of features increases, their relationships decrease. For this reason, we 
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decided to use the same methods applied in study and we get the same features 

according to their studies (Sarhan et al., 2022). 

 

4.4.1 Information Gain 

 

When we use the Information Gain method for the CSE-CIC-IDS2018 dataset, we get 

the most relevant features in the given Table 3 below. First, we separate these features 

from the rest and create a new dataset with these features. Then, we applied our 

machine learning and deep learning methods to this new dataset. 

Table 3: Information Gain Features (UNB, n.d.) 

Feature # Feature Feature Description 

1 Init Fwd Win Byts Number of bytes sent in initial window in 

the forward direction 

2 Fwd Seg Size Min Minimum segment size observed in the 

forward direction  

3 Fwd IAT Max Maximum time between two packets sent 

in the forward direction 

4 Fwd IAT Tot Total time between two packets sent in 

the forward direction  

5 Fwd IAT Mean Mean time between two packets sent in 

the forward direction 

6 Protocol Protocol 

7 Flow IAT Max Maximum time between two flows 

8 Fwd Seg Size Avg Average size observed in the forward 

direction  
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9 Fwd Pkt Len Mean Minimum size of packets in forward 

direction 

10 Flow IAT Mean Average time between two flows 

11 TotLen Fwd Pkts Total size of packets in forward direction 

12 Subflow Fwd Byts The average number of packets in a sub 

flow in the forward direction  

13 Flow Duration Flow Duration 

14 Fwd Header Len Total bytes used for headers in the 

forward direction 

15 Fwd Pkt Len Max Maximum size of packets in forward 

direction 

 

Detailed explanations of the selected features by using information gain are given 

below: 

 Init Fwd Win Byts: The initial window size in bytes in the forward direction. 

 Fwd Seg Size Avg: The minimum size of TCP segments in the forward 

direction. 

 Fwd IAT Max: The maximum Inter-Arrival Time (IAT) between consecutive 

forward packets. 

 Fwd IAT Tot: The total Inter-Arrival Time (IAT) between consecutive 

forward packets. 

 Fwd IAT Mean: The mean Inter-Arrival Time (IAT) between consecutive 

forward packets. 

 Protocol: The protocol used for communication, such as TCP, UDP, or ICMP. 

 Flow IAT Max: The maximum Inter-Arrival Time (IAT) between packets 

within a network flow. 

 Fwd Seg Size Avg: The average size of TCP segments in the forward direction. 

 Fwd Pkt Len Mean: The mean of the length of forward packets in a flow. 
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 Flow IAT Mean: The mean Inter-Arrival Time (IAT) between packets within 

a network flow. 

 Tot Len Fwd Pkts: The sum of the lengths of all forward packets in a flow. 

 Subflow Fwd Byts: The total number of bytes sent in the forward direction 

(from the source to the destination) within a subflow of the main network flow. 

 Flow Duration: The total duration of the flow in microseconds. 

 Fwd Header Len: The total length of the header of all forward packets in a 

flow. 

 Fwd Pkt Len Max: The maximum length of forward packets in a flow. 

 

4.4.2 Correlation 

 

When we use the Correlation method for the CSE-CIC-IDS2018 dataset, we get the 

most relevant features in the given Table 4 below. First, we separate these features 

from the rest and create a new dataset with these features. Then, we applied our 

machine learning and deep learning methods to this new dataset. 

Table 4: Correlation Features (UNB, n.d.) 

Feature # Feature Feature Description 

1 Fwd Seg Size Min Minimum segment size observed in the 

forward direction  

2 ACK Flag Cnt Number of packets with ACK 

3 Init Fwd Win Byts Number of bytes sent in initial window in 

the forward direction 

4 RST Flag Cnt Number of packets with RST  

5 ECE Flag Cnt Number of packets with ECE  

6 Bwd Pkts/s Number of backward packets per second 
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7 Fwd Act Data Pkts Number of packets with at least 1 byte of 

TCP data payload in the forward 

direction 

8 Tot Fwd Pkts Total packets in the forward direction 

9 Subflow Fwd Pkts The average number of packets in a sub 

flow in the forward direction 

10 Fwd Header Len Total bytes used for headers in the 

forward direction  

11 Subflow Fwd Byts The average number of bytes in a sub 

flow in the forward direction 

12 TotLen Fwd Pkts Total size of packets in forward direction 

13 Fwd URG Flags Number of times the URG flag was set in 

packets traveling in the forward direction 

(0 for UDP) 

14 CWE Flag Cnt Number of packets with CWE 

15 Fwd IAT Min Minimum time between two packets sent 

in the forward direction  

 

Detailed explanations of the selected features by using correlation are given below: 

 Fwd Seg Size Min: The minimum size of TCP segments in the forward 

direction. 

 ACK Flag Cnt: The number of packets with the ACK (Acknowledgment) flag 

set, indicating that the packet acknowledges receipt of data. 

 Init Fwd Win Byts: The initial window size in bytes in the forward direction. 

 RST Flag Cnt: The number of packets with the RST (Reset) flag set, 

indicating an immediate termination of the connection. 

 ECE Flag Cnt: The number of packets with the ECE (Explicit Congestion 

Notification Echo) flag set, indicating network congestion. 
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 Bwd Pkts/s: The rate at which packets are sent in the backward direction (from 

the destination to the source) within a network flow. 

 Fwd Header Len: The total length of the header of all forward packets in a 

flow. 

 Total Fwd Pkts: The total number of packets sent from the source to the 

destination in a flow. 

 Subflow Fwd Pkts: The total number of packets sent in the forward direction 

(from the source to the destination) within a subflow of the main network flow. 

 Fwd Header Len: The total length of the header of all forward packets in a 

flow. 

 Subflow Fwd Byts: The total number of bytes sent in the forward direction 

(from the source to the destination) within a subflow of the main network flow. 

 Tot Len Fwd Pkts: The sum of the lengths of all forward packets in a flow. 

 Fwd URG Flags: The total number of packets with the URG (Urgent) flag set 

in the forward direction of a network flow. 

 CWE Flag Cnt: The number of packets with the CWE (Congestion Window 

Reduced) flag set, indicating that the sender has reduced its transmission rate 

due to congestion. 

 Fwd IAT Min: The minimum Inter-Arrival Time (IAT) between consecutive 

forward packets. 

 

4.5 Machine Learning Models 

 

While creating machine learning models which includes random forest and support 

vector machine algorithms, first the necessary libraries were imported for the study. 

Then, dataset was read by using chunks because the big dataset includes millions of 

lines and it consists of 3GB data. While reading the dataset, there occurred memory 

problems but thanks to Google Colab, big dataset was read without any problems. 

After the dataset was read, the selected features were got by using information gain 

and correlation feature selection methods. Small and big datasets were used, and the 

algorithms were applied on these datasets with 4 tests because there are 2 datasets and 

2 feature sets. The datasets were divided into test, train and validation sets.  
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After that, random forest and support vector machine algorithms were applied one by 

one and got the results according to datasets and features groups. These techniques 

were chosen because they complement each other well when processing high-

dimensional, complicated datasets, like the CSE-CIC-IDS2018 dataset. The SVM 

model was used because it can distinguish between malicious and benign network 

traffic, which makes it useful in situations where the data is linearly separable or nearly 

so. One of its main advantages in the extremely changing environment of network 

traffic is its resilience in preventing overfitting by maximizing the gap between classes. 

In contrast, the Random Forest algorithm, an ensemble technique based on decision 

trees, is employed due to its adaptability and precision in categorization assignments. 

Random Forest reduces bias and variance and captures complicated correlations in the 

data by combining the predictions of many decision trees. This produces detection 

outcomes that are more accurate. In this study, the combination of SVM and Random 

Forest allows for a thorough assessment of DDoS attack detection performance 

because each method contributes distinct advantages to the investigation. In order to 

shed light on these models' applicability for practical cybersecurity applications, the 

thesis compares and evaluates each model's efficiency. After the training part, 

confusion matrices were produced for each of the algorithms and made the accuracy, 

precision, recall and F-Score calculations and study was evaluated with these metrics. 

 

4.6 Deep Learning Models 

 

While creating deep learning models which includes artificial neural network and long 

short-term memory algorithms, first the necessary libraries were imported for the 

study. Then, dataset was read by using chunks because the big dataset includes 

millions of lines and it consists of 3GB data. While reading the dataset, there occurred 

memory problems but thanks to Google Colab, big dataset was read without any 

problems. After the dataset was read, the selected features were got by using 

information gain and correlation feature selection methods. Small and big datasets 

were used, and the algorithms were applied on these datasets with 4 tests because there 

are 2 datasets and 2 feature sets. The datasets were divided into test, train and 

validation sets. 
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After that, artificial neural network and long short-term memory algorithms were 

applied one by one and got the results according to datasets and features groups. These 

models were selected because of their capacity to discover intricate patterns and 

connections in huge datasets, such the temporally and sequentially rich CSE-CIC-

IDS2018 dataset. The capacity of the ANN model, a fundamental deep learning 

architecture, to identify complex, non-linear patterns in the network traffic data makes 

it useful. The ANN can successfully represent the fundamental properties that 

differentiate DDoS attacks from regular traffic by varying the weights and biases over 

various layers. 

A specific type of recurrent neural network (RNN) called the long short-term memory 

(LSTM) network is used to take advantage of RNN's ability to analyze and learn from 

input sequences over time. Because DDoS attacks frequently display distinct temporal 

patterns and dependencies, long-term memory maintenance (LTTM) makes it 

especially well-suited for recognizing attack fingerprints over a series of successive 

time intervals. To give a thorough grasp of their performance, the thesis looks at both 

ANN and LSTM models' individual efficiency in identifying DDoS attacks. After the 

training part, confusion matrices were produced for each of the algorithm and made 

the accuracy, precision, recall and F-Score calculations and was evaluated the study 

with these metrics. 

 

4.7 Training 

 

This thesis uses a comprehensive strategy that combines machine learning and deep 

learning techniques in the training phase for identifying Distributed Denial of Service 

(DDoS) threats. The CSE-CIC-IDS2018 dataset is used to train machine learning 

models, such as Support Vector Machines (SVM) and Random Forest, to take use of 

their advantages in categorization. Grid search is used in SVM to improve hyper 

parameters like regularization parameters and kernel type, making sure the model 

reaches the best decision boundary for separating malicious from legitimate traffic. 

During Random Forest training, variables such as the maximum tree depth and number 

of trees are adjusted to improve the model's capacity to recognize intricate patterns and 

relationships in the data.  
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In order to take advantage of their ability to handle high-dimensional and sequential 

data, the deep learning models, Artificial Neural Networks (ANN) and Long Short-

Term Memory (LSTM) networks, go through a demanding training routine 

concurrently. In order to enhance model performance, ANN training entails modifying 

the network design, including the quantity of hidden layers and units, as well as 

improving learning rates and activation functions. In the ANN model, 3 hidden layers 

were used, the first layer includes 256 neurons, the second hidden layer includes 128 

neurons, and the last one includes 64 neurons. 

With careful parameter adjustment, including memory cell count and dropout rates, 

LSTM networks are specially trained to detect temporal patterns in network traffic, 

preventing overfitting and improving generalization. Cross-validation is used 

throughout the training phase for both sets of models to provide a reliable evaluation 

and to reduce the effects of data imbalance and model overfitting. In the LSTM model, 

4 layers were used, the first layer includes 200 neurons, the second layer includes 150 

neurons, the third layer includes 100 neurons and the last layer includes 50 neurons. 

By utilizing both machine learning and deep learning techniques, this dual approach 

seeks to provide a complete detection framework that offers a reliable real-time DDoS 

attack detection solution. 
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CHAPTER 5 

 

EXPERIMENTS AND RESULTS 

 

5.1 Performance Metrics 

 

In this part, the performance metrics used to evaluate the tests will be explained. There 

are four different performance metrics which are accuracy, precision, recall and F-

score. The formulas of these metrics are given as a function of some values which will 

be explained below: 

 True positive (TP) refers to an outcome where the model accurately predicts 

the positive class. 

 True negative (TN) refers to an outcome where the model correctly predicts 

the negative class. 

 False positive (FP) refers to an outcome where the model inaccurately predicts 

the positive class. 

 False negative (FN) refers to an outcome where the model incorrectly predicts 

the negative class. 

Confusion matrix was used to show the values explained above (Idris, 2018). 

Confusion matrix includes these true positive, true negative, false positive, and false 

negative values as shown in Figure 4. 
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Figure 4: Confusion Matrix Explanation (Idris, 2018).  

As seen in the Figure 4, top left side represents true positive values, top right side 

represents false positive values, bottom left side represents false negative values, and 

bottom right side represents true negative values. Results of each algorithm will be 

given by using this confusion matrix. 

The explanations and the formulas of the evaluation metrics by using the values 

explained above will be given in the next subtitles. 

 

5.1.1 Accuracy 

 

The accuracy is the degree to which a measurement resembles the actual value. Errors 

can be used to evaluate accuracy even when it cannot be determined directly. Accuracy 

is one of the most crucial aspects of measurements when making decisions. Knowing 

the measurement mistakes in values is made easier with the accuracy formula which 

gives results between 0.0 and 1.0. To estimate the accuracy of a test, it should be 

computed the percentage of true positive and true negative in each analyzed instance. 

The formula of accuracy is given below: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 

Equation 11: Accuracy Formula 
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A measurement is considered very accurate and has few mistakes if it matches the real 

value and approaches the value 1.0. Low error rate is associated with high accuracy, 

whereas high error rate is associated with low accuracy. 

 

5.1.2 Precision 

 

Precision is one of the important evaluation metrics in machine learning which 

evaluates the performance of the classification model. Precision measures the 

percentage of correctly categorized samples or instances among the positive samples. 

Precision shows the degree to which one measurement is similar to the others. The 

formula of precision is given below:  

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

Equation 12: Precision Formula 

Precision formula gives results between 0.0 and 1.0 and having precision value 

closer to 1.0 gives better results. 

 

5.1.3 Recall 

 

Recall is one of the important evaluation metrics in machine learning which evaluates 

the performance of the classification model. Recall is a crucial parameter that measures 

the capacity of a model to locate every positive cases within a dataset. It is also known 

as True Positive Rate (TPR). The formula of recall is given below: 

 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

Equation 13: Recall Formula 
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Recall formula gives results between 0.0 and 1.0 and having recall value closer to 1.0 

gives better results. 

 

5.1.4 F-Score 

 

F-Score is an alternative evaluation metric that measures the performance by 

combining the precision and the recall scores of a model. The formula of F-Score is 

given below: 

𝐹 − 𝑆𝑐𝑜𝑟𝑒 =
2 ∗ 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ∗ 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

Equation 14: F-Score Formula 

F-Score is used to evaluate the performance of a classifier, and the goal is to balance 

precision and recall. 

 

5.2 Machine Learning Experiments 

 

In this section, the results achieved by using two machine learning algorithms which 

are random forest and support vector machine will be given. There will be different 

evaluations according to the data size and feature sets selected by using three feature 

selection algorithms which are information gain, and correlation. The results will be 

given by using confusion matrix and the performance metrics which are accuracy, 

precision, recall and F-Score. 
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5.2.1 Random Forest 

 

The results according to random forest algorithm will be given in two titles which 

consist of feature selection methods: information gain, and correlation. Under these 

titles, the confusion matrixes will be given according to two data sizes. 

 

5.2.1.1 Information Gain 

 

1. Small Data 

Random forest algorithm was applied on small dataset which includes the features 

getting by using information gain feature selection method, we get the confusion 

matrix as seen below: 

 

Figure 5: RF with IG Small Data 

According to the confusion matrix which consists of true positive value as 10683, 

true negative value as 20678, false positive value as 45, and false negative value 

as 52, we get the accuracy, precision, recall, and F-score as given below: 

 Accuracy: 0.9970 

 Precision: 0.9958 
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 Recall: 0.9952 

 F-Score: 0.9955 

 

2. Big Data 

Random forest algorithm was applied on big dataset which includes the features 

getting by using information gain feature selection method, we get the confusion 

matrix as seen below: 

 

Figure 6: RF with IG Big Data 

According to the confusion matrix which consists of true positive value as 212398, 

true negative value as 4387, false positive value as 8742, and false negative value 

as 12936, we get the accuracy, precision, recall, and F-score as given below: 

 Accuracy: 0.9091 

 Precision: 0.9605 

 Recall: 0.9426 

 F-Score: 0.9514 
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5.2.1.2 Correlation 

 

1. Small Data 

Random forest algorithm was applied on small dataset which includes the features 

getting by using correlation feature selection method, we get the confusion matrix 

as seen below: 

 

Figure 7: RF with Correlation Small Data 

According to the confusion matrix which consists of true positive value as 10698, 

true negative value as 20680, false positive value as 23, and false negative value 

as 50, we get the accuracy, precision, recall, and F-score as given below: 

 Accuracy: 0.9977 

 Precision: 0.9979 

 Recall: 0.9953 

 F-Score: 0.9966 
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2. Big Data 

Random forest algorithm was applied on big dataset which includes the features 

getting by using correlation feature selection method, we get the confusion matrix 

as seen below: 

 

Figure 8: RF with Correlation Big Data 

According to the confusion matrix which consists of true positive value as 211678, 

true negative value as 14837, false positive value as 9462, and false negative value 

as 2486, we get the accuracy, precision, recall, and F-score as given below: 

 Accuracy: 0.9499 

 Precision: 0.9572 

 Recall: 0.9884 

 F-Score: 0.9726 

 

5.2.2 Support Vector Machine 

 

The results according to support vector machine algorithm will be given in two titles 

which consist of feature selection methods: information gain, and correlation. Under 

these titles, the confusion matrixes will be given according to two data sizes.  
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5.2.2.1 Information Gain 

 

1. Small Data 

Support vector machine algorithm was applied on small dataset which includes the 

features getting by using information gain feature selection method, we get the 

confusion matrix as seen below: 

 

Figure 9: SVM with IG Small Data 

According to the confusion matrix which consists of true positive value as 7316, 

true negative value as 3412, false positive value as 3, and false negative value as 

20727, we get the accuracy, precision, recall, and F-score as given below: 

 Accuracy: 0.8914 

 Precision: 0.6820 

 Recall: 0.9996 

 F-Score: 0.8108 

 

2. Big Data 

Support vector machine algorithm was applied on big dataset which includes the 

features getting by using information gain feature selection method, we get the 

confusion matrix as seen below: 
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Figure 10: SVM with IG Big Data 

According to the confusion matrix which consists of true positive value as 201554, 

true negative value as 8629, false positive value as 19586, and false negative value 

as 8694, we get the accuracy, precision, recall, and F-score as given below: 

 Accuracy: 0.8814 

 Precision: 0.9114 

 Recall: 0.9586 

 F-Score: 0.9344 

 

5.2.2.2 Correlation 

 

1. Small Data 

Support vector machine algorithm was applied on small dataset which includes the 

features getting by using correlation feature selection method, we get the confusion 

matrix as seen below: 
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Figure 11: SVM with Correlation Small Data 

According to the confusion matrix which consists of true positive value as 10726, 

true negative value as 2, false positive value as 52, and false negative value as 

20678, we get the accuracy, precision, recall, and F-score as given below: 

 Accuracy: 0.9983 

 Precision: 0.9998 

 Recall: 0.9952 

 F-Score: 0.9975 

 

2. Big Data 

Support vector machine algorithm was applied on big dataset which includes the 

features getting by using correlation feature selection method, we get the confusion 

matrix as seen below: 
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Figure 12: SVM with Correlation Big Data 

According to the confusion matrix which consists of true positive value as 213500, 

true negative value as 7840, false positive value as 8561, and false negative value 

as 8762, we get the accuracy, precision, recall, and F-score as given below: 

 Accuracy: 0.9320 

 Precision: 0.9655 

 Recall: 0.9614 

 F-Score: 0.9634 

 

5.3 Deep Learning Experiments 

 

In this section, the results we achieved by using two deep learning algorithms which 

are artificial neural network and long short-term memory will be given. There will be 

different evaluations according to the data size and feature sets selected by using two 

feature selection algorithms which are information gain, and correlation. The results 

will be given by using confusion matrix and the performance metrics which are 

accuracy, precision, recall and F-Score. 
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5.3.1 ANN 

 

The results according to artificial neural network algorithm will be given in three titles 

which consist of feature selection methods: information gain, and correlation. Under 

these titles, the confusion matrixes will be given according to two data sizes. 

 

5.3.1.1 Information Gain 

 

1. Small Data 

Artificial neural network algorithm was applied on small dataset which includes 

the features getting by using information gain feature selection method, we get the 

confusion matrix as seen below: 

 

Figure 13: ANN with IG Small Data 

According to the confusion matrix which consists of true positive value as 10723, 

true negative value as 20708, false positive value as 5, and false negative value as 

22, we get the accuracy, precision, recall, and F-score as given below: 

 Accuracy: 0.9991 

 Precision: 0.9995 

 Recall: 0.9980 
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 F-Score: 0.9987 

 

2. Big Data 

Artificial neural network algorithm was applied on big dataset which includes the 

features getting by using information gain feature selection method, we get the 

confusion matrix as seen below: 

 

Figure 14: ANN with IG Big Data 

According to the confusion matrix which consists of true positive value as 220667, 

true negative value as 17025, false positive value as 473, and false negative value 

as 298, we get the accuracy, precision, recall, and F-score as given below: 

 Accuracy: 0.9968 

 Precision: 0.9979 

 Recall: 0.9987 

 F-Score: 0.9983 
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5.3.1.2 Correlation 

 

1. Small Data 

Artificial neural network algorithm was applied on small dataset which includes 

the features getting by using correlation feature selection method, we get the 

confusion matrix as seen below: 

 

Figure 15: ANN with Correlation Small Data 

According to the confusion matrix which consists of true positive value as 10718, 

true negative value as 20723, false positive value as 10, and false negative value 

as 7, we get the accuracy, precision, recall, and F-score as given below: 

 Accuracy: 0.9995 

 Precision: 0.9990 

 Recall: 0.9993 

 F-Score: 0.9992 

 

2. Big Data 

Artificial neural network algorithm was applied on big dataset which includes the 

features getting by using correlation feature selection method, we get the confusion 

matrix as seen below: 
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Figure 16: ANN with Correlation Big Data 

According to the confusion matrix which consists of true positive value as 220506, 

true negative value as 16973, false positive value as 634, and false negative value 

as 350, we get the accuracy, precision, recall, and F-score as given below: 

 Accuracy: 0.9959 

 Precision: 0.9971 

 Recall: 0.9984 

 F-Score: 0.9978 

 

5.3.2 LSTM 

 

The results according to long short-term memory algorithm will be given in three titles 

which consist of feature selection methods: information gain, and correlation. Under 

these titles, the confusion matrixes will be given according to two data sizes.  
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5.3.2.1 Information Gain 

 

1. Small Data 

Long short-term memory algorithm was applied on small dataset which includes 

the features getting by using information gain feature selection method, we get the 

confusion matrix as seen below: 

 

Figure 17: LSTM with IG Small Data 

According to the confusion matrix which consists of true positive value as 10721, 

true negative value as 20718, false positive value as 7, and false negative value as 

12, we get the accuracy, precision, recall, and F-score as given below: 

 Accuracy: 0.9994 

 Precision: 0.9993 

 Recall: 0.9989 

 F-Score: 0.9991 
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2. Big Data 

Long short-term memory algorithm was applied on big dataset which includes the 

features getting by using information gain feature selection method, we get the 

confusion matrix as seen below: 

 

Figure 18: LSTM with IG Big Data 

According to the confusion matrix which consists of true positive value as 220456, 

true negative value as 16914, false positive value as 684, and false negative value 

as 409, we get the accuracy, precision, recall, and F-score as given below: 

 Accuracy: 0.9954 

 Precision: 0.9970 

 Recall: 0.9981 

 F-Score: 0.9975 

 

 

 

 

 

 



  

70 

 

5.3.2.2 Correlation 

 

1. Small Data 

Long short-term memory algorithm was applied on small dataset which includes 

the features getting by using information gain feature selection method, we get the 

confusion matrix as seen below: 

 

Figure 19: LSTM with Correlation Small Data 

According to the confusion matrix which consists of true positive value as 10703, 

true negative value as 20713, false positive value as 25, and false negative value 

as 15, we get the accuracy, precision, recall, and F-score as given below: 

 Accuracy: 0.9987 

 Precision: 0.9977 

 Recall: 0.9986 

 F-Score: 0.9981 
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2. Big Data 

Long short-term memory algorithm was applied on big dataset which includes the 

features getting by using correlation feature selection method, we get the confusion 

matrix as seen below: 

 

Figure 20: LSTM with Correlation Big Data 

According to the confusion matrix which consists of true positive value as 221066, 

true negative value as 16851, false positive value as 257, and false negative value 

as 174, we get the accuracy, precision, recall, and F-score as given below: 

 Accuracy: 0.9982 

 Precision: 0.9988 

 Recall: 0.9992 

 F-Score: 0.9990 

 

5.4 Comparison 

 

In this section, the results of both machine learning and deep learning algorithms will 

be compared according to the data size and feature sets. Important metrics like 

accuracy, precision, recall, F1-score, and computing efficiency will be compared, 

along with how well each method performs when faced with the particular difficulties 

presented by the CSE-CIC-IDS2018 dataset. With an emphasis on their suitability for 
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DDoS attack detection, we are hoping for light on the relative advantages of deep 

learning and machine learning techniques in the realm of cybersecurity through this 

research. 

 

5.4.1 Small Data with Information Gain Features 

 

In this title, machine learning and deep learning algorithms will be compared 

according to accuracy, precision, recall, and F-Score by using small dataset consisting 

of features achieved by using information gain feature selection technique. 

Table 5: Small Data with IG Features 

Algorithm Accuracy Precision Recall F-Score 

Random Forest 0.9970 0.9958 0.9952 0.9955 

SVM 0.8914 0.6820 0.9996 0.8108 

ANN 0.9991 0.9995 0.9980 0.9987 

LSTM 0.9994 0.9993 0.9989 0.9991 

 

As seen in Table 5, when the feature set which is created by using information gain 

feature selection is applied on small dataset, LSTM algorithm gives the best results 

and SVM algorithm gives the worst result. In between the machine learning 

algorithms, Random Forest gives better results. In between the deep learning 

algorithms, LSTM gives better results. 
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5.4.2 Small Data with Correlation Features 

 

In this title, machine learning and deep learning algorithms will be compared 

according to accuracy, precision, recall, and F-Score by using small dataset consisting 

of features achieved by using correlation feature selection technique. 

Table 6: Small Data with Correlation Features 

Algorithm Accuracy Precision Recall F-Score 

Random Forest 0.9977 0.9979 0.9953 0.9966 

SVM 0.9983 0.9998 0.9952 0.9975 

ANN 0.9995 0.9990 0.9993 0.9992 

LSTM 0.9987 0.9977 0.9986 0.9981 

 

As seen in Table 6, when the feature set which is created by using correlation feature 

selection is applied on small data, ANN algorithm gives the best results and Random 

Forest algorithm gives the worst result. In between the machine learning algorithms, 

SVM gives better results. In between the deep learning algorithms, ANN gives better 

results. 

 

5.4.3 Big Data with Information Gain Features 

 

In this title, machine learning and deep learning algorithms will be compared 

according to accuracy, precision, recall, and F-Score by using small dataset consisting 

of features achieved by using information gain feature selection technique. 
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Table 7: Big Data with IG Features 

Algorithm Accuracy Precision Recall F-Score 

Random Forest 0.9091 0.9605 0.9426 0.9514 

SVM 0.8814 0.9114 0.9586 0.9344 

ANN 0.9968 0.9979 0.9987 0.9983 

LSTM 0.9954 0.9970 0.9981 0.9975 

 

As seen in Table 7, when the feature set which is created by using information gain 

feature selection is applied on big dataset, ANN algorithm gives the best results and 

SVM algorithm gives the worst result. In between the machine learning algorithms, 

Random Forest gives better results. In between the deep learning algorithms, ANN 

gives better results. 

 

5.4.4. Big Data with Correlation Features 

 

In this title, machine learning and deep learning algorithms will be compared 

according to accuracy, precision, recall, and F-Score by using small dataset consisting 

of features achieved by using correlation feature selection technique. 

Table 8: Big Data with Correlation Features 

Algorithm Accuracy Precision Recall F-Score 

Random Forest 0.9499 0.9572 0.9884 0.9726 

SVM 0.9320 0.9655 0.9614 0.9634 

ANN 0.9959 0.9971 0.9984 0.9984 

LSTM 0.9982 0.9988 0.9992 0.9990 
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As seen in Table 8, when the feature set which is created by using information gain 

feature selection is applied on big dataset, ANN algorithm gives the best results and 

SVM algorithm gives the worst result. In between the machine learning algorithms, 

Random Forest gives better results. In between the deep learning algorithms, LSTM 

gives better results. 

  

5.5 Importance of Selected Features 

 

When the results given above are compared, it is seen that the feature selection 

technique affects the results even the dataset and data sizes are the same. We get better 

results with correlation feature set by using small dataset because all of the algorithms 

give acceptable results. We get better results with correlation feature set by using also 

big dataset because all of the algorithms give acceptable results and machine learning 

algorithms increase their performance. The best result is getting by using ANN 

algorithm on correlation feature set with small data. 

 

5.6 Importance of Data Size 

 

According to our study, the size of dataset is an important metric because machine 

learning algorithms are not proper to work on big dataset. When the size of dataset 

increases, the performance of machine learning algorithms decreases however, as you 

can see deep learning algorithms work better in big datasets in the test cases of our 

study. Machine learning algorithms give better results when we use small datasets, 

because they are not proper to use with big datasets. When the size of the dataset 

increases, the complexity also increases. For this reason, deep learning algorithms give 

better results with big datasets compared to machine learning algorithms according to 

our work. 
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CHAPTER 6 

 

CONCLUSION AND FUTURE WORKS 

 

In order to detect Distributed Denial of Service (DDoS) attacks, this thesis has 

investigated the use of machine learning and deep learning algorithms which are 

Support Vector Machine (SVM), Random Forest, Artificial Neural Networks (ANN), 

and Long Short-Term Memory (LSTM) on CSE-CIC-IDS2018 dataset. The objective 

of the study was to evaluate how well these algorithms identified harmful traffic 

patterns in a contemporary, heterogeneous dataset that mirrored real-world network 

settings. 

The results show that high accuracy DDoS attack detection may be achieved with both 

machine learning and deep learning models. With carefully considered characteristics 

and strong performance, the SVM and Random Forest algorithms provide dependable 

detection capabilities at a comparatively low computational cost. However, deep 

learning models, especially LSTM networks, performed better in situations where 

temporal patterns were crucial, identifying minute variations in network traffic over 

time that point to DDoS attacks. 

The comparative study draws attention to the advantages and disadvantages of each 

strategy. While ANN and LSTM provide deeper insights into intricate data patterns at 

the expense of greater computing demands, SVM and Random Forest perform well in 

circumstances demanding faster processing and easier implementation. The model's 

performance was further improved by integrating feature selection techniques, 

highlighting the significance of feature engineering in raising detection accuracy. 

This study adds to the expanding corpus of knowledge in cybersecurity by offering a 

thorough assessment of several deep learning and machine learning techniques for 

DDoS attack detection. The knowledge gathered from this research can help create 

more complex and efficient DDoS mitigation techniques, which will ultimately 

increase the resistance of network infrastructures to these kinds of attacks. 
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A number of directions for further investigation are proposed, building on the results 

of this thesis. Investigating hybrid models that combine the advantages of deep 

learning and machine learning techniques is one possible path. For example, 

combining Random Forest or SVM with LSTM networks might take use of the 

effectiveness of conventional models while registering the temporal relationships 

found by deep learning techniques. 

The addition of more detailed temporal and spatial characteristics to the feature set is 

another interesting development that may enhance detection accuracy even further. 

Furthermore, investigating unsupervised or semi-supervised learning strategies can 

provide fresh chances to identify previously unidentified or developing DDoS attack 

patterns, especially in situations with lack of labeled data. 

Subsequent investigations may concentrate on executing and analyzing these models 

in real-time within authentic network settings, evaluating their efficiency in various 

traffic scenarios and attack levels. Furthermore, the use of explainable AI approaches 

may improve the models' interpretability, offering more profound understanding of the 

procedures for making choices and increasing their suitability for real-world 

application. 

Finally, it will be essential to continuously update datasets like CSE-CIC-IDS2018 due 

to the dynamic nature of cyber threats. To ensure that detection models continue to be 

successful against the most recent threats, future research should include updated 

datasets that represent the most recent attack techniques. 

Future research may advance the subject of DDoS attack detection and further the 

overarching objective of safeguarding global network infrastructures by following 

these approaches, building on the foundation laid in this thesis.  More resilient and 

adaptable security systems can be created by utilizing the ideas from this thesis to 

apply deep learning models and sophisticated machine learning techniques. With the 

ability to analyze enormous volumes of network traffic in real time, these systems 

would be better able to spot unusual patterns that could indicate impending DDoS 

attacks. 
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